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Eliminating unnecessary complexities in software infrastructures

External attackers usually target computers to gain control of their software.  This is often accomplished by sending data over a regular communication channel.  Once this data makes its way into the program memory, it activates low-level software vulnerabilities (Erlingsson 2007, pg 95).  The attacker usually exploits these vulnerabilities to gain control of the software behavior and compromise the system.  This attack is common, especially in large enterprises that regularly process significant amounts of data. 

Initially, it was easier for system managers and the IT team to avoid these attacks because a well-defined corporate perimeter or wall existed, which separated a company's assets from the outside world. However, emerging technologies such as cloud computing hybrid applications, and IoT have made it more difficult for companies to have this 'well-defined perimeter'.  The reason being that all many of the emerging technologies require the blending of the company’s intranet with the external internet. Thus almost any device connected to the internet can be leveraged to launch this type of cyber-attack.

Most corporate devices are operated and administered by humans who are fallible and make mistakes. The operation and administration of corporate systems is complex and often unique to each system type and configuration.  The large variety and complexity of the system configurations increase the likelihood of human mistakes, which consequently enable successful low-level software attacks.

According to Chapman (2019, pg 3), the bulk of security incidents are caused by humans who fall prey to phishing attacks. One technique to reduce these low-level software attacks is by eliminating unnecessary complexities in the security infrastructures. These complexities arise as a result of inadequate policy management, technical policy mistakes such as redundant rules, and stagnant rules, among others. Therefore eliminating unnecessary complexities in the software infrastructures can help in reducing low-level software attacks. To examine how this unnecessary complexity raises the possibility of human error, this research will explore the following scholarly articles: 

· Chapman, J. (2019). How safe is your data? Cyber-security in higher education. HEPI Policy Note, 12, 1-6.
· Erlingsson, Ú. (2007). Low-level software security: Attacks and defenses. In Foundations of security analysis and design IV (pp. 92-134). Springer, Berlin, Heidelberg.
· Ladd, P., Sarosi, G. W., & Helms, W. (2012). U.S. Patent No. 8,201,191. Washington, DC: U.S. Patent and Trademark Office.
· Julian Jang-Jaccard, Surya Nepal, (2014) A survey of emerging threats in cybersecurity. In Journal of Computer and System Sciences (2014 pp. 973-993), Elsevier B.V.
· Barnaby Craggs, Awais Rashid (2017), Smart Cyber-Physical Systems: Beyond Usable Security to Security Ergonomics by Design. In 2017 IEEE/ACM 3rd International Workshop on Software Engineering for Smart Cyber-Physical Systems (SEsCPS) IEEE
· Calvin Nobles, Botching Human Factors in Cybersecurity in Business Organizations, HOLISTICA Vol 9, Issue 3, 2018, pp. 71-88, DOI: 10.2478/hjbpa-2018-0024






References
Chapman, J. (2019). How safe is your data? Cyber-security in higher education. HEPI Policy Note, 12, 1-6.
Erlingsson, Ú. (2007). Low-level software security: Attacks and defenses. In Foundations of security analysis and design IV (pp. 92-134). Springer, Berlin, Heidelberg.
Ladd, P., Sarosi, G. W., & Helms, W. (2012). U.S. Patent No. 8,201,191. Washington, DC: U.S. Patent and Trademark Office.
Julian Jang-Jaccard, Surya Nepal, (2014) A survey of emerging threats in cybersecurity. In Journal of Computer and System Sciences (2014 pp. 973-993), Elsevier B.V.
Barnaby Craggs, Awais Rashid (2017), Smart Cyber-Physical Systems: Beyond Usable Security to Security Ergonomics by Design. In 2017 IEEE/ACM 3rd International Workshop on Software Engineering for Smart Cyber-Physical Systems (SEsCPS) IEEE.
Calvin Nobles, Botching Human Factors in Cybersecurity in Business Organizations, HOLISTICA Vol 9, Issue 3, 2018, pp. 71-88, DOI: 10.2478/hjbpa-2018-0024




